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Anomaly Detection for Satellite Telemetry Parameters
Based on Time-Frequency Feature Analysis and
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Abstract Satellite telemetry data directly reflects the operational status of in
-orbit satellites, and detecting anomalies from such data is of great importan
ce for ensuring satellite safety and stability. Existing anomaly detection meth
ods often face limitations in capturing complex anomaly patterns, especially t
hose involving periodic behaviors that are common in satellite telemetry. To
address this issue, this paper proposes a novel anomaly detection approach b
ased on time-frequency feature analysis and adversarial training. Specifically,

a frequency-domain attention mechanism is introduced to effectively capture
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periodic patterns and subtle anomalous features in the frequency spectrum. U
nlike conventional methods that treat time and frequency separately, our appr
oach further includes a time-frequency collaborative analysis module designed
to establish correlations between time-domain and frequency-domain feature

s, thereby enabling a comprehensive perception of complex anomaly patterns,
with particular emphasis on periodic anomalies. On the basis of a simplifie
d Transformer architecture, an adversarial training strategy is incorporated to

enhance the model's discriminative ability for anomalies. In this framework, t
wo decoders with opposite learning directions are employed: one aims to rec
onstruct normal patterns while the other competes by learning to identify de

viations, together forcing the model to learn more robust and generalizable f
eature representations. Extensive experiments are conducted on multiple publi
¢ benchmark datasets as well as a real-world telemetry dataset collected fro

m the thermal control system of a scientific satellite. Both comparative exper
iments and ablation studies are carried out to evaluate the proposed method.

The comparative results demonstrate that the proposed method achieves stro
ng and competitive performance in satellite telemetry anomaly detection task

s. Meanwhile, the ablation studies verify the individual contributions of the f
requency-domain attention mechanism and the adversarial training component,
confirming that each module plays a meaningful role in improving detection
accuracy. In summary, this work provides effective technical support for the
safe in-orbit operation of satellites and offers a promising direction for time
-series anomaly detection in similar aerospace systems.

Key words satellite telemetry data, anomaly detection, Transformer, adversarial
training, time-frequency feature,
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Table 2 Performance comparison of different models on four datasets

. SWaT MSL SMD KXRK Ty
F1 PC RC F1 PC RC Fl PC RC FI PC  RC F1
DAGMM 0730 0990 0578 0371 0394 0723 0371 0441 0599 0674 0943 0525 0537
LSTM-VAE 0734 0996 0581 0369 0372 0488 0429 0460 0514 0869 0956 0796  0.600
CAE-M 0675 0854 0563 0365 0322 0418 0394 0474 0535 0758 0965 0624 0.548
MSHTrans 0754 0967 0644 0348 0309 0.674 0419 0468 0475 0874 0961 0800 0.599
MAD-GAN 0739 0924 0616 0362 0326 0634 0350 0455 0574 0851 0999 0742 0576
MTAD-GAT 0771 0964 0.642 0372 0357 0598 0408 0465 0510 0439 0351 0583 0497
USAD 0764 0956 0637 0327 0269 0603 0444 0516 0549 0879 0836 0928 0.603
RTdetector 0765 0957 0637 0335 0325 0606 0426 0404 0497 0752 0958 0617 0570
TFAD 0790 0921 0690 0364 0343 0640 0434 0441 058 0874 0829 0921 0616
TranAD 0.802 0940 0701 0367 0359 0638 0425 0488 0558 0.881 0951 0819 0.619
TFAT 0.816 0897 0747 0374 0344 0651 0440 0473 0537 0.889 0926 0855 0.629
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Fig. 10 Performance comparison of model ablation experiments
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