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Anomaly Detection Method for Satellite Telemetry
Parameters Based on Adversarial Autoencoders and

Spatiotemporal Feature Fusion
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Abstract Satellite telemetry parameters are an important source of information for ground
operation and control systems to evaluate the on-orbit performance and health status of spacecratft.
These parameters are generated by onboard sensors and controllers and can be regarded as typical
multivariate time series data, characterized by strong correlations, quasi-periodicity, noise, and
missing values. Traditional methods have difficulty simultaneously capturing the temporal
characteristics of telemetry data and the dependency relationships among parameters, which limits
their ability to identify complex anomalies in practical scenarios. To address the limitations of
existing methods in multivariate telemetry anomaly detection, this paper proposes an anomaly
detection method based on adversarial autoencoders and spatiotemporal feature aggregation. The
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proposed method adopts an adversarial autoencoder as the overall framework and uses adversarial
training to enhance the robustness of the model under noise disturbances and missing data.
Meanwhile, a spatiotemporal feature aggregation block is introduced into both the encoder and the
discriminator. Specifically, a temporal convolutional network is used to extract multiscale temporal
features from telemetry sequences. Long-term dependency structures among parameters are then
constructed through similarity calculation, while short-term interaction structures are learned by
combining embedding vectors with sliding-window inputs. A graph neural network is further used
to model dependency relationships among parameters, enabling the joint representation of
temporal variation information and inter-parameter correlation information. In the anomaly
detection stage, an anomaly score is constructed by combining reconstruction error and
discriminator output, so as to identify anomalous samples more effectively. Experimental results on
real satellite telemetry data and public datasets show that the proposed method can improve the
ability to distinguish normal samples from anomalous samples. On the SWaT, BIRDS, and DY
datasets, the F1-score of the proposed method is improved by approximately 1%—7% compared
with the best-performing baseline methods, demonstrating its accuracy, robustness, and
applicability in multivariate telemetry anomaly detection.

Key words Telemetry parameters, Multivariate time series, Anomaly detection, Adversarial

autoencoder, Spatiotemporal feature fusion
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Table 1 Comparison of Anomaly Detection Results for Different Methods
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Table 2 Comparison of the Effects of Different Graph Structure Learning Strategies

F1-score SWaT BIRDS Space DY
g IR SR ASEE ] 0.703 0.709 0.783
Ours 0.863 0.837 0.956

N T IS UEAR Y [ I 2R A AV R AE 5 I (D RPAE (R 0 24, ACSCBETE 1 AT Al S e, 2331
8



4 [ I ) S RSB T A 2 [ BB B SR 88 SR INER 3 B, AN FH B — AR AL I 1k RE 2 A AR,
Y PSR 2 5 P X T 20 0 A2 0 8030 PO IS PP 2 A R AE A S RN St B SR T, 2
SRR F A B OSHE . dEEER, PEIENSECSR RN T £ T A48, 0
W BT AR R MR R IR R CEON G, TS B KA R T TR AN . 2R,
TPER RGBSR A H AR AR 2 RS R O, A E 2 I E RIS -
R 3 AFIRHEBRIRIFXT L
Table 3 Comparison of the Effects of Different Feature Modules

F1-score SWaT BIRDS Space_DY
RAE A 2 )5 B 0.721 0.812 0.876
A I ) 5 2 0.665 0.534 0.817

Ours 0.863 0.837 0.956

3.5 BEMSR

LSRR N 2 8052 7 (W) PR S AR S T AT SRR DR £ A S A 4 R b T St 7 v
ANAETER R, EAAFEA FIFEE GRS . IR R0 B E I (1 B e, A e
JRUEEAE R EENLIER 15% (rate=0.15) Al 30% (rate=0.3) HOUHE, Fil it £ M i e 6} ok
AT . LI R, BMEERREERIIGEOLT, AR SR R I A R H I

=R

Missing rate = 15% Missing rate = 15%
1.0 Missing rate = 30% 1.0 1.0 Missing rate = 30%
Missing rate = 0% Missi =0%
0.9 0.9 0.9
123 3 3
= = =
S o8 508 =X
0.7 0.7 0.7
0.6 0.6 e 0.6
SWaT BIRDS Space DY SWaT BIRDS Space DY SWaT BIRDS Space DY
Dataset Dataset Dataset

B 7 AFHHR G TR PR L
Fig.7 Model Performance Under Different Missing Data Rates
3.6 T
SR G3 HT IR ] AR e A R S FBURFAE K RT3, A SCR ) t-SNE 6 22 RBEEI A REAEREAT AT
WAL, Wl 8 Fion, ANFISHERFEZS 18] 30 00 J d SRAR I &%, 150 A ASE 2R S B Py B [
FROERENS AL — R P _E MR S S B 1Rl AT AR AL

(a) (b) ©
BIRDS SWaT Space DY
" % ® o °
L @ @ .8
@ B .‘ % °0® % o @
© ® e Q. ® ® 3
o * | 5. F 535 S e
o ope © g & T
o o ' ® % © o o5
o oo s
® °o0 )

Bl 8 & REERS AHFHER) t-SNE R RALEE 3
Fig.8 t-SNE Visualization of Multi-Scale Temporal Features
H+ BIRDS AR, AR SO AN BERE N 240 2E s A S5 R AT AL, o —
MSHOEREXE, B NSEOEFSWE. WK 9 fr, EIEFXE, BERERERA
BRI B, HBREONRE; R ehmiE R HIX RN, SRS iR



10

Hin 2 A AR w2 . BLAh, BT A gt R Bt sh e S T B — e M E R,
R R A P SR G Bt B A S R

YA N J i [~ I M\l J”v
g 05 —— Observed data ‘ ‘ l \ Jr |
§ : Reconstructed (?ata 5a Jl | L | L‘ [I‘"’L‘_‘ hftf
Anomalous region
0.0 L L L L L .
0 2000 4000 6000 8000 10000 12000
Time step
r ™~ o™~ A AR P " - g = =
s IO N I Rl fﬂr?\J“”
S .50} — Observed data J J ‘ l J “ f " ‘ lJ
|
025 Rcfonstiuctcd dim \J \_l l L L, 4[ L LJJ \_,_J |
0 2000 4000 6000 8000 10000 12000
Time step

B9 RIGHIESE RS ERR LM EKE (BRERREXED
Fig.9 Comparison Between Raw Data and Generator Reconstruction Output (Highlighted Areas Indicate
Anomalous Intervals)

K 10 J€75 T BIRDS Hffa 48 L8 FEAS 5 5 B FEAS S 0 70 J K s B o0 A , erb i i
LARIETIEAR, COMEARRTERAR. WK 10 s, SR IEEEAR R 0 bt
BONSET, BRI 1 X, I 2IHBERBRIEE . A, RN R E 2
B A B X Fh oA 22 57 R GRS AT RUX 7 I W AR AR S 2 FAEA, oAb, RHFE
AFEE BRI ZERE, fE R B TS AR 2 R E AR 28

0.8r Scores of normal samples
Scores of anomalous samples
0.6F
2
£ 04
[a]
0.2F
00f — \/\M

25 00 25 50 75 100 125 150
Anomaly score

B 10 FHE SRR B i E
Fig.10 Kernel Density Estimation of Anomaly Score Distributions
3.7 WEERES T

NVEREASCOHER T ST 58T 2R, A SCR L5 3.3 %5 H (1 UR L B 5 20847 U
5 S8 BRI R AL W 28 SR AN S BT s EAFAE 22 57, A SCSE— AR ] B R BEL, 28RN
N« BN e O B 1R AT Jo K AN 4 P d R s S N AR SRR LB B o 1 22 3 3000 2 78 7
SCHLAITS HIEAE T, R 4 sl T & IR NP B B R 2R, JF5 1 HAE BIRDS
Hrta e b PR ACHE PR [A]

Hi1# 4 A %1, LSTM. LSTM-VAE 1 USAD 2L i @A sl A id f2, tH IR
XK GDN. MTAD-GAT MASCTEH F5I N 7 ARRRERER, BRETaE5%E
[B]5C R THSRAORRIN 2T, RUE T SO A g . it — D SR RE, USAD M#E
PRI (8 ¢ ; GDN. MTAD-GAT MUA ST ik HHERE N () Ab T [F] — & 2%, Hp A SOInA IR T
GDN, W% 5T MTAD-GAT, BEAAHER A5 ORIFAE BRI T o 45 A AT SO IR R LU Y
A STTFEAESE I — R T AT # R B 1 S A ARSI PR RE , AEAS I AR R 5 1847 RCR 2 18] HL
15 7 B 1A

R 4 NRETFENGH Bt 52 20 B 5 AL A B I []] B
Table 4 Comparison of Training Computational Complexity and Per-Sample Inference Time for Different
Methods
Tk IZRR B £ R IR SRR AHEERRS ] (s)

10



11

LSTM 0(Ld? + LNd) 570 + 1.76 X 1077
LSTM-VAE 0(Ld? + LNd) 4.31+0.047 x 1077
GDN O(LNdK + N2d) 515+ 2.44 X 107°
MTAD-GAT O(LN2d + L*Nd + Ld?) 1.75 + 0.33 X 107°
USAD O(L?N? + LNd) 1.32+0.04 x 1077
Ours O(LN?d + Ld?) 2.3840.41x 107°
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